WHAT IS A HARDWARE TROJAN ?
: ®%

A hardware Trojan is a malicious circuitry that
creates a security breach in a system.

The breach can result in unpredicted behavior of
the circuit, leak of information, or create a back

door for an intruder.

SIMULATION vs. FORMAL VERIFICATION

Simulation
stimulates the design inputs and checks the

outputs against expected values.

Formal verification
formally proves that two designs have

identical behavior.
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WHAT IS SAT ?

ILLUSTRATION BDD vs. SAT

Satisfiable Are these two circuits identical ? SAT compared to another equivalence checker
Assignment method, the Binary Decision Diagram (BDD)
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Given a Boolean function f(x1, x2 ..., xn)

Satisfiability (SAT) is a property that determines a nand G7 (N23, N16, N19);

variable assignment such that function f evaluates
to 1.

SAT is:

. Memory efficient

. Faster than the BDD method
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